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The Security, Privacy, and 
Ethical Implications of 
Social Networking Sites
ABSTRACT
The chapter investigates the security and ethical issues relating to privacy and security. This chapter 
also examines the ethical issues of new forms of bullying that are being played out weekly in the me-
dia: cyber bulling, specifically on SNS such as Facebook. The traditional and direct forms of bullying 
are being replaced by consistent abuse via SNS due to the ease and accessibility of these new forms of 
communications.
BACKGROUND
The world has developed into a global community 
and the Internet is the thread that connects this 
global community. We have seen the Internet de-
velop from the days of static web pages containing 
static information and static pictures (Web 1.0) to 
the current form of the Internet of today, Web 2.0. 
Today, Web 2.0 has moved away from utilising 
only static information and allows for the dynamic 
exchange of information through the use of video 
and audio. The important aspects of Web 2.0 is 
the social aspect of the technology development, 
which sees users generate new and ongoing content 
of pages via their interactions or commentary. 
We now see systems such as Facebook, Twitter 
being used by millions / billions of users across 
the global, this global usage results in develop-
ing ethical situations, this chapter explores two 
examples of social media and ethical situations.
M. J. Warren
Deakin University, Australia
S. Leitch
RMIT, Australia
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INTRODUCTION
Information access, anytime, anywhere, any place, 
is one of the features of the twenty first century. 
Social Networking Sites (SNS’s) are cyber spaces 
where people discuss ideas, share information, 
air their views and communicate to a global au-
dience. SNS’s such as Facebook, have become 
increasingly popular and are being used on a daily 
basis by millions of users across the globe. This 
vast usage can create fantastic opportunities but 
also brings with it a host of issues. One of these 
problems is the sharing of personal information 
with a wide audience and the associated security 
risks of doing so. The Internet has developed into 
a global social network and reflects many of the 
world wide social problems that society in general 
faces (Seendahera, 2009). This chapter examines 
a number of cases where physical, social and ethi-
cal situations have transferred into the technology 
mediated communication domains.
The chapter will investigate the security and 
ethical issues relating to privacy and security. 
This chapter will as well as examine the ethical 
issues of new forms of bullying that is being 
played out weekly in the media; that of cyber 
bulling, specifically on SNS such as Facebook. 
The traditional and direct forms of bullying are 
being replaced by consistent abuse via SNS due 
to the ease and accessibility of these new forms 
of communications.
SECURITY AND PRIVACY 
ISSUES OF SNS
Individuals often fail to understand the impli-
cations of making personal information public 
through SNS’s such as Facebook. Research on 
various organisations by the Society of Corpo-
rate Compliance and Ethics and the Healthcare 
Compliance Association revealed that 24% of 
the organisations had disciplined their employees 
for inappropriate behaviour on SNS’s and that 
this behaviour had caused embarrassment for 
the organisation (Whitney, 2009). For example, 
pictures uploaded by a finance industry employee 
disclosed a colleague faking a sick day and the 
subsequent outcome was that the employee lost 
their job (McCarthy, 2008).
Research also has shown that SNS’s are leak-
ing individual’s identity information to third 
parties including data aggregators, which track 
and aggregate user’s viewing habits for targeted 
advertising purposes (Warren & Leitch, 2014). 
One implication for users is having tracking cook-
ies associated with their user identity information 
taken from their SNS profile. This makes tracking 
user’s movement across several websites much 
easier. Although user identities are not directly 
available to third parties who track users through 
IP (Internet Protocol) addresses, these IP ad-
dresses can be easily related to a particular user 
and therefore disclose their personal information 
obtained through the SNS’s (Vijayan, 2009). The 
leakage of personal information means that the 
third parties not only obtain a collated collection 
of users’ behavior but can also discover the view-
ing habits of specific individuals (Krishnamurthy 
& Wills, 2009).
Personal information may also be made avail-
able through secondary leakage targeting external 
applications (Krishnamurthy & Wills, 2009). 
Facebook uses a large number of third party 
applications as a part of its platform; these are 
provided for entertainment, education and social 
purposes. However, Facebook does not have any 
control over the third party application provid-
ers and websites supported through its platform. 
Publicly available information is made available 
to these third party applications and websites 
once a user begins to use them. Before approving 
third party applications or websites, Facebook 
requires the providers to agree to Facebook’s 
terms of user information disclosure and takes 
technical measures to ensure that only authorised 
information is delivered to these third party ven-
dors. Estimates in 2011, identified 100,000 third 
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party applications that allowed information to be 
shared accidently between Facebook third party 
applications (BBC, 2011a).
SNS’s enable malware to spread, which is due 
to malware’s ability to access personal informa-
tion. Increased use of SNS’s such as Facebook 
and YouTube increase the chance of malware or 
peer phishing attacks that can potentially cause 
serious damage to organisational data security 
(Socialman, 2009). For example there were con-
cerns regarding a data leak after a hacker broke 
into the ‘Top Friends’ application on Facebook’ 
making users private information visible (Goldie, 
2008). In 2012, a computer worm (Ramnit) stole 
45,000 login credentials from Facebook users in 
the UK and France; this information could have 
been potentially used in a social engineering at-
tack (BBC, 2012a).
Corporate organisations use SNS’s for many 
different reasons. One use is to utilise their infor-
mation to create strategic advantage by growing 
or gaining a competitive advantage. Another 
important use is that of a marketing tool in order 
to increase the organisation’s business profile. 
Employees within the organisation generally create 
an organisational profile on Facebook as a way 
of informally communicating with customers, 
sharing information, promoting products, getting 
informal product feedback and building brand 
loyalties (New York Times, 2008). By building 
these organisational profiles, employees are able 
to communicate and interact with customers from 
all over the world, however this can result in data 
leakage and cause serious issues for the organisa-
tions as employees may accidently post informa-
tion about the organisations latest products, for 
example, pictures of the latest iPhone.
Organisations may have concerns about Face-
book and its usage; these concerns also relate to 
individuals that the organisation communicates 
with (employees, customers, etc.) and those indi-
viduals’ right to privacy. Organisations can moni-
tor current and potential employees through SNS’s 
and some colleges and schools even keep track 
of their students’ posts on SNS’s. Police can use 
online information for investigative and tracking 
purposes (Jones et al, 2008), such as during the 
English riots of 2010. Facebook was used by the 
rioters to post information about their activities, 
and as a way to incite other individuals to join 
them in rioting. After the riots had ceased, police 
used the rioters posts as evidence to prosecute and 
imprison the individuals concerned (BBC, 2011b).
Facebook users can restrict certain information 
from being viewed from different cohorts, including 
friends. In 2009, Facebook altered its privacy set-
tings, including the control over who sees individual 
messages (BBC, 2009). This meant that Facebook 
users could amend their access rights regarding 
information they posted so that specific individu-
als could, for example, view their postings but not 
their photos. In 2010, Facebook announced a new 
‘groups’ feature that allowed users to specify circles 
of friends with whom they want to share data, in 
essence allowing users to categorise user friends 
and share information with only certain groups of 
friends (BBC, 2010). The ways in which informa-
tion can be shared within Facebook is constantly 
changing, and one of the key issues is whether users 
are able to keep up with these changes and calibrate 
the settings so that their privacy is protected.
Another issue surrounding privacy and in-
formation safety in SNS’s is the candidness of 
SNS’s to communicate to users what information 
is private and what is public. This is clearly laid 
out in Facebook’s policy documents, however, it 
is likely that very few of the 1.28 billion monthly 
users (Facebook, 2014) have taken adequate time 
to familiarize themselves with these documents and 
change their settings accordingly. Another privacy 
matter is trusting that those that have access to any 
personal information (such as those on a friend’s 
list) will treat personal information, in the form of 
birth dates, status updates and photos in an ethical 
manner and not disseminate or use the information 
in an unethical fashion. This wholly relies on an 
individual and their own conscience, however it is 
prudent of users of such SNS’s to take responsibility 
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for their own actions rather than blaming a SNS. 
Taking responsibility would include making sure 
that they check their privacy settings; only making 
information available that they are comfortable with 
sharing; and only adding people to their “friend 
list” who are actually friends, or known to the user, 
in keeping with the original purpose of Facebook, 
rather than the more recent use of adding as many 
“friends” as possible.
There is also the worrying trend of whether 
Facebook friends actually exist in reality. An inter-
nal review of Facebook’s customer base identified 
83 million illegitimate accounts (BBC, 2012b). 
These fake pages ranged from companies settings 
up individual profile pages, so that these fake 
individuals can “like” the companies products or 
services to fake pages setup for pets that can “like” 
and interact with their owners.
ETHICAL ISSUES OF 
CYBER BULLYING AND 
ANTISOCIAL BEHAVIOUR
In recent years there has been extensive research 
conducted in the sphere of bullying via electronic 
means, often termed cyber bullying. Previously, 
work undertaken in this arena was mainly in 
workplaces that used technology mediated com-
munication means for group work, team and skill 
building. This chapter will look at cyber bullying 
in adolescent cases and online antisocial behaviour.
What constitutes bullying as opposed to ev-
eryday conflicts that often occurs with children 
and teenagers, is that bullying is defined as 
“repeatedly and over time, to negative actions 
on the part of one or more other students who 
are or perceived to be stronger” (Olweus, 1993). 
Bullying also highlight the motivation, where 
there is a genuine intent to cause harm and that 
the abuse is consistently repeated over a period 
of time, rather than an on-off conflict or argu-
ment (Whitney & Smith, 1993; Olweus, 1999, 
Mishna, 2011).
The traditional view of bullying in the school 
yard, such as name calling and other verbal abuse, 
physical assault, or humiliation, has now expanded 
into cyber bullying. Cyber bullying can take many 
forms and can refer to the use of emails, mobile 
communication messaging, website postings, 
blogging, and the misuse of pictures as a way to 
spread rumours, humiliate, isolate, embarrass of 
frighten those being victimised (Smith et al, 2006; 
Willard 2005).
Those engaging in bullying who are pre-
pubescent tend to engage in direct bullying behav-
iours, whilst those who are in their teenage years 
move more towards cyber bulling. Female bullies 
tend to use less direct strategies than their male 
counterparts (Wolke, 2010). Unlike traditional 
bullying, cyber bullying is not only perpetuated 
by individuals against another individual. It is 
becoming more prominent for groups to become 
the attacker, perhaps due to the anonymity of the 
Internet and the fact that this anonymity can lead to 
individuals forming a group with a pack mentality. 
This pack mentality has developed into the con-
cept of flaming, Flaming is defined as displaying 
online hostility by insulting, swearing or using 
otherwise offensive language (Moor et al, 2010). 
A United Kingdom study in 2008 reported that up 
to 10% of students had been cyber bullied (Smith 
et al, 2008) whilst a Canadian study undertaken 
in 2009 reported a rate of 35% (Cassidy et al, 
2009). A predominant conclusion in much research 
(Olweus, 1993, Wilton, 2011) is that rather than 
having school policies push to eradicate bullying, 
a better method for extinguishing bullying would 
be to “teach” young people in the home about 
the unacceptable nature of bullying behaviour. 
This raises an even more important aspect relat-
ing to cyber bullying in that in a technologically 
savvy world many parents are unaware of their 
children’s actions and behaviours online, due to 
them not being aware about how the SNS and 
other technologies work which results in them 
not closely monitoring what is occurring. It is 
easy for a parent to chastise bullying behaviour 
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between siblings or friends when it occurs in the 
home, but less easy to control and monitor such 
interactions and behaviours when they take place 
through technological means (Leitch & Warren, 
2012) in an unmediated space.
Another element of antisocial behaviour is that 
of vigilantism. Whilst the perpetrators believe 
they are in the “right” and are defending others 
they are often engaging in the same behaviours 
as cyber bullies by defacing and attacking indi-
vidual’s SNS pages and engaging in patterns of 
harassment (Wehmhoener, 2010).
The chapter will explore a number of case 
studies and highlight the issues related to SNS’s.
CASE STUDY 1: THE JESSI 
SLAUGHTER INCIDENT, A USA CASE
Based upon news reports (ABC 2010a, ABC 
2010b, CBS, 2010 Farquhar, 2010). Jessi Slaughter 
was a pseudonym (real name Jessica Leonhardt) 
for an 11 year old girl (living in the USA) who 
rose to prominence in the media through dramatic 
events that unfolded through her use of SNS. The 
situation began with postings on a website called 
StickyDrama (which can be described as a blog-
ging, rumour and gossip site contributed to by 
teenagers). The postings on this website accused 
Jessi of being involved with a member of a band, 
which she denied. She reacted to this by posting 
videos and content of herself and attacking the 
people she thought had defamed her. The situa-
tion escalated when individuals gained personal 
information including home phone numbers and 
Twitter account details about her and posted this 
information on various other sites. She was a victim 
of prank calls at home and she received numer-
ous hate emails. In spite of this, Jessi continued 
to taunt the anonymous posters by blogging and 
commenting on the situation (Mathieu, 2011). In 
a final act, the young girl created a video which 
was subsequently posted on YouTube, in which 
she delivered a tearful and angry rant to those 
perpetuating the acts, at one point her father is 
present in the video and delivers his own angry 
message to the anonymous posters. This video 
brought global attention to Jessi and the issue of 
cyber bullying and received over 785,000 views.
An important aspect of the case study was that 
personal information related to Jessi was posted 
on 4Chan. 4Chan is a simple image based bulletin 
board where anyone can post comments and share 
images and is governed by a site set of rules that 
do not allow “flaming” (4Chan, 2012). What 
happened was that Jessi story appeared on the 
message boards of 4Chan, with the threats against 
Jessi coming fast and furious (ABC, 2010a). This 
enflamed the situation even further. A sad after-
math of the situation was that people made fun of 
Jessi by making parody videos of her (including 
song remixe’s and comedy sketches) and posted 
them on YouTube. The most popular of these 
videos received over 900,000 views on YouTube.
Jessi’s story highlights a number of ethical 
issues which, depending on the perspective of 
the parties involved, will change the interpreta-
tion of the case. In regards to Jessi Slaughter, a 
major issue was the ability and desire of an 11 
year old to post inappropriate material on SNS. 
Another concern was the sub optimal parental 
control and the lack of awareness regarding her 
online activities.
Another factor was the action of the 4Chan 
site which allowed for the systematic attack on 
an 11 year old (legally a child) by anonymous 
posters, enabling the use of SNS to escalate an 
issue rather than reporting the inappropriate 
material to legal authorities. Further, posts on 
4Chan breached their own behaviour rules; they 
were unable to police themselves, and remove, 
or stop bullying posts.
These ethical issues highlight that SNS’s 
have a social responsibility to have some control 
over the content and behaviour of those using 
their services. In recent years SNS have taken 
active steps to control bullying issues, however 
incidences have not decreased dramatically 
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regarding the number of cyber bullying cases, 
neither have the severity of the cases dimin-
ished. The governance of these services are 
clearly lacking.
CASE STUDY 2: THE IMPACT 
OF PUBLIC OPINION, AN 
AUSTRALIAN CASE
In Australia, the murder of Trinity Bates in 
Queensland, Australia in February 2010 saw 
much Internet actively, including Facebook pages 
being set up. Some were tribute sites to mourn 
the loss of a child, others were hate sites set up 
by web vigilantes against the man accused of the 
murder. The Queensland Premier sent an open 
letter to Facebook’s CEO asking “what it will 
do to block the ‘sickening’ hijacking of Internet 
memorials?” (Herald Sun, 2010). Whilst the 
Queensland Premier was concerned mainly about 
the users posting Internet pornography and other 
inappropriate material on the memorial sites, of as 
much concern was the ethical issue surrounding the 
use of Facebook to vilify and prejudge the accused 
defendant. The man charged with the murder has 
been named in the mainstream press, but the vigi-
lantes went further, posting much more personal 
information, such as addresses and information 
about the defendant’s family members. Facebook 
answered the letter by releasing a statement from 
its US based director of communications and 
public policy. Defending Facebook’s monitoring 
systems, the response stated that users could draw 
attention to offensive content by clicking on a 
“report” button beneath any post on the SNS. This 
answer has done little to placate people who feel 
their grief has been compounded by the actions of 
a few; they fail to understand why there is a lack 
of control and limited monitoring taking place on 
many SNSs (The Australian, 2010a).
The comments on the vigilante sites may have 
major consequences for legal trials and could 
lead to them being aborted. This could mean that 
jury selection could be put at risk because the 
process of innocence until proven guilty could 
be compromised. In terms of the Trinity Bates 
example, how could someone have a fair trial 
in Queensland, when public opinion has al-
ready found a person guilty?’’ (The Australian, 
2010b). It appears that governments are strug-
gling to deal with new media and are playing 
catch up with methods of dealing with the legal 
issues that arise from SNS use in these situa-
tions. This incident has clearly highlighted the 
lack of security and monitoring on SNSs, but 
also the ethical issues that emerge when free 
speech on which such sites are based collide with 
legal pejoratives. The fact that such software 
could severely impact our judicial system, a 
fundamental core of society, means that this is 
an issue of great importance to all societies and 
requires higher regulation. Facebook currently 
has a low user to staff ratio with only 1000 staff 
across the world, therefore there are simply not 
enough resources to manage all the information 
that has been uploaded and posted in real time 
(The Australian, 2010b).
The solution to this situation is complicated. 
One option may be to employ more staff and 
put structures and boundaries in place to clearly 
define what is considered unacceptable Face-
book behaviour. In doing this, however, we are 
then fundamentally changing the core of Face-
book and allowing a third party (government 
or public opinion) to decide what is, or is not, 
acceptable to society (Leitch & Warren, 2011). 
A more successful long term strategy would 
be to improve education and self regulation of 
such sites, but success is dependent upon the 
reliance of most people to act in a responsible 
manner and set their own rules and boundar-
ies. As a result of the Trinity Bates case, the 
Australian Federal Government announced that 
they will create an online ombudsman to deal 
with concerns regarding SNSs and inappropriate 
content (The Australian, 2010c). The plan was 
later abandoned.
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The sheer number of people using SNS makes 
it difficult to monitor misuse, both for law en-
forcement officials and site administrators. Tim 
Sparapani (Facebook’s Director of Public Policy) 
estimates that Facebook users spend 18 billion 
minutes on the site each day. “We have 400 million 
active users and a tiny, tiny staff. We need to find 
novel ways to handle that kind of crushing amount 
of activity. It’s the burden of being so immensely 
popular,” (Time Magazine, 2010).
Some victim advocates believe that, as well 
as offenders losing civil liberties when they are 
found guilty of a crime, they should also lose 
their “cyberliberties” (Time Magazine, 2010). 
Each SNS is dealing with these issues in differ-
ent ways and governments are strategizing to put 
into place policy and law to minimise the risks. 
Facebook currently bans people who have been 
convicted of sexually based offences but has no 
specific policy for those convicted of other sorts of 
crimes; “policing” this policy is, not surprisingly, 
difficult, and therefore, a number of countries and 
states have been required to bring about their own 
legislation. The US state of Illinois, has made it 
illegal for sex offenders to use SNS, and if found 
doing so can be charged with a felony offence. In 
the UK, however, plans to do something similar 
have been thwarted as it was believed these plans 
breach human rights law (Doward, 2009). The is-
sue arose when it was revealed that the police would 
be asked to share sex offenders’ details and email 
addresses with SNS administrators. These types 
of policies do not deal with the “average” cyber 
bully who may not have a criminal record. In the 
same way, identifying and prosecuting traditional 
bullying behaviour in schools and workplaces is 
challenging when we add in the electronic means 
of delivery, the 500 million users of SNS, along 
with the veil of anonymity, and the “right to free 
speech, the expectation that cyber bullying can be 
reduced in the near future is unlikely.
It is further demoralising that the US Federal 
Communications Decency Act clearly states that, 
“web sites aren’t responsible for harassment by 
users” (Davis, 2009) and therefore cannot be held 
legally liable. This fact does little to calm the users 
who are becoming increasingly frustrated with the 
lack of concern regarding personal privacy and 
security from abuse and bullying.
CONCLUSION
In conclusion, the security and privacy threats 
that exist within the general Internet community 
also relate to SNSs. In many cases these risks 
are greater due to the sheer number of SNS 
users as well as the fact that users place their 
trust in safeguarding personal information in 
their friends’ hands. As the number of SNS 
users and third party applications increase, so 
will the security risks.
The chapter focuses on two case studies, 
one relates to the USA and one to Australia. 
In both of these cases the ability not to resolve 
the ethical dimensions resulted in the cases 
becoming escalating to major incidents. The 
impact of SNS and the Internet has brought 
great benefits to society. The problem is, it 
has brought negative issues as well, with many 
of the negative issues mirroring the physical 
world, in particular the issue of cyber bullying 
or the smearing of good causes. This chapter 
has highlighted the weakness of SNS providers 
to protect against these issues; this weakness 
could be due to limited governance models or 
the ability of SNS providers to react in real 
time to incidents.
FUTURE RESEARCH DIRECTION
The future research direction will be focused on 
analysing future ethical situations in relation to 
social media and learning lessons from those 
ethical situations. This analysis would help to 
inform the contributed debate about the global 
social impact of social media.
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KEY TERMS AND DEFINITIONS
Facebook: Online system to allow exchange 
of information between agreed parties.
Internet: An interconnected system of net-
works that connects computers around the world 
via the TCP/IP protocol.
Risk: The possibility of suffering harm or 
loss; danger.
Security: Something that gives or assures 
safety, such as measures adopted by a govern-
ment to prevent espionage, sabotage or attack, or 
measures adopted, as by a business or homeowner, 
to prevent a crime.
SNS: Social Networking Site.
Social Networking: A term to describe web-
sites that allow people to join a social network and 
exchange information with their online friends.
Threat: An indication of impending danger 
or harm.
Web 1.0: Web pages from earlier Web ap-
plications, the information is static.
Web 2.0: Web pages from current Web applica-
tions, the information is dynamic and interactive.
